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This report is intended for
discussion purposes only.
It should not be used to
make any statements or
claims, offer warranties
regarding the utility,
safety, or suitability of the
code, the product, the
business model, or to
express opinion about the
mentioned companies or
their products.
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STEP 1

OVERVIEW

Extension
Overview

     Quick dive into   
browser extensions



inpage.js content.js

Shared extension “service”

per-frame
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DOM

background.js

chrome.storage

architecture
overview

https://neplox.security



Shared extension “service”
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  Browser API access  
  granted by permissions:  

 manifest.json 

background.js

. . .

background scripts
overview
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storage types

 storage.local  storage.sync  storage.session 

  Indexed DB    Web Storage  
  &  Cookies  

  Cache Storage  

overview



content.js
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content scripts

background.js

DOM

window.*

document.*

postMessage

  Storage,  Indexed DB

chrome.storage

sendMessage

session

   Port API

*except

/

. . .

overview



 background.js 
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content scripts
overview

     Content scripts can also be
injected into         world with
custom                

 manifest.json 

MAIN
run_at
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isolated worlds

                            is shared, but JavaScript is isolated  

Metamask bitwarden

DOM

content.js content.js

overview

https://neplox.security



STEP 2

  Seemingly harmless issues in
extension and wallet UIs and their
not-so-harmless consequences  

ATTACKING UI

Extension
UIs

S
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ui resources
attacking ui

Inspect

Popup

SIDEpanel

s



Accessing resources
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 manifest.json 

 notification.tsx 

attacking uis



Framing resources
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attacking uis



Clickjacking
Extensions
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   A few Web3 wallets still attackable using
Clickjacking through misconfigured 

  web_accessible_resources  

2018

2022

TODAY

Clickjacking PrivacyBadger
(by Lizzie Dixon & Blake Griffith)

Clickjacking MetaMask
(by UGWST)

.

.

.
 
 
.
.
.

attacking uis



Redirect
Clickjacking

     Used in Metamask Clickjacking report by UGWST.

Coinbase uses                                     for redirecting
from malicious sites but sanitizes URL.  
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 manifest.json 

 siteWarning.html

attacking uis



UI Redressing
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Web3 wallets already suffer with low
informativeness due to unreadable 
                             /

UI redressing bugs can be used in  scams,
and they can be chained with other issues
like 1-click XSS

 addresses  transaction data 

App "name" poorly sanitized, non-ASCII
whitespace (e.g. U+2000) can break layout 

attacking uis



STEP 3

   How benevolent extensions can
be turned into malevolent and
used to perform indirect attacks
on other websites

EXTENSION / WEBSITE

Extension VS Website
Interactions



DOM Modifications

Form HTML/CSS modified
by LastPass

Domain CSP doesn't
affect extensions – they
have their own CSP.

Browsers do NOT provide
an intended solution to
block extensions from
running on a domain.
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extension / website
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js Modifications
extension / website

 background.js  background.js 

 content.js 

0101 0202

0303

Main-world content scripts

     CSP of domain ignored even
for direct script element injection.  

Dynamic script injection

Injection through DOMDOM

/ manifest.json 



Notification Pattern
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extension / website

 Injected by wallet 



Notification
Implementation
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extension / website

 zerion/…/in-dapp-notifications/index.ts

wait, what?



DApp Universal XSS

Add network with malicious config 1 
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extension / website

     Wallet checks that icon loads,
so we craft a valid URL by placing
the PoC after the hash (      )  #

onerror=import('poc.js')



DApp Universal XSS

Extension user data is safe,
but a malicious DApp can
attack other DApps through
shared extension network list.

 dapp.neplox.security 

 evil.neplox.security 
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extension / website

Zerion injects XSS alongside notification 2 

  WALLET  



attack surface
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extension / website

https://uniswap.org https://neplox.security

DOM

https://example.com

  SOP-isolated domains
share extension storage  

  World-isolated extension
content scripts share DOM  



STEP 4

Website VS Extension
Interactions

  Targeting extension communication
channels to spoof DApp wallet requests

WEBSITE / EXTENSION



cross-world
messaging
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website / extension

0101 0202
 postMessage  BroadcastChannel origin-wideframe-to-frame

0303
 MessageChannel API, but it must be set up using 

 postMessage /  BroadcastChannel 

Origin (and other) checks must be scrutinized                             needs to be exchanged,

e. g. through the shared

randomID()
DOM



Routing pattern

dapp.neplox.security

Quite a lot of Web3 and non-Web3 extensions 
   DO NOT validate                              in the router
     and use normal JS objects as the route map

extension / website

 inpage.js 
evil.neplox.security

 postMessage 
29



PROXY attack

 postMessage 
30

extension / website

                                -based extensions
CAN NOT be protected from such attacks



Zero Trust
Event Handling

 @metamask/post-message-stream 

31

extension / website

 content.js 

      Does NOT trust any event data,
  does NOT depend on                /               from event
(they are validated to match expected values)

origin source
             of event can be spoofed under certain
conditions, leading to privilege escalation.
Origin



       Fixed the issue at
hand by checking
but we still consider using
                           /
to customize extension
logic – a security
antipattern. 
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Trusted events
extension / website

                                     is

              when
                                                     is used

           for "real" events generated
       by the browser

window.dispatchEvent

Event.isTrusted

false

true

e.isTrusted

event.origin event.source
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event types
extension / website

Event handlers are matched
by "event type", which can
be set to any string for
manually-initialized events.

Metamask's code doesn't expect this and simply fails with                   ,
but some implementations might be impacted security-wise.

TypeError
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Broadcast Channel
Supremacy

extension / website

Purely subjective opinion below!

                          functions on generic window events, which
are too generic for the task of bi-directional messaging.

No events — no problem

                                         events can NOT arrive from                        
and other strange senders, so there's no need to rethink the whole
extension architecture or to perform error-prone origin checks.

Same origin guarantee

We are pretty sure that                                      is the only existing
way to secure your extension from this attack which arises due to
how the                  , including its events, is shared between the
isolated worlds of different extensions.

Proxy attack safety

postMessage

BroadcastChannel window.opener

BroadcastChannel

DOM



STEP 5

  Exploiting bugs in browser isolation
mechanisms to attack extensions  

CHROME / EXTENSION

Chrome VS Extensions



Service workers

neplox.security
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chrome / extension

https://neplox.security

 script.js  worker.js 

request

response

/api

Domain service worker intercepts network

fetch(“/api”)
worker.js



network isolation

content.js
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chrome / extension

https://neplox.security

script.js

worker.js

neplox.security

Domain service worker is ignored

 neplox.security SERVER 

 crypto.com SERVER 



Dynamic imports
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chrome / extension

 manifest.json 

Commonly seen in bundled                         code
of extensions  which  use  the  CRXJS
(iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii) bundler,
e.g. 1Password, Crypto.com Wallet.

content.js

 crxjs/chrome-extension-tools 

await import



content.js

39

chrome / extension

https://neplox.security

script.js

worker.js

neplox.security

 i
mp
or
t.
js
 

 e
vi
l.
js
 

Access to storage and background script through RCE

 neplox.security SERVER 

 crypto.com SERVER 

CHROME CVE-2024-10229



Evil Worker

script.js
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chrome / extension

https://neplox.security

 worker.js 

Chrome version: 129.0.6668.90



Origin spoofing
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chrome / extension

 content.js  background.js 

     Extension worker trusts content script with verifying
origin, so we can initiate connection in                  with  
any origin value, spoofing transactions / signature
requests on behalf of that origin.  

 evil.js 

origin: location.origin,



worker.js

content.js
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chrome / extension

neplox.security

chrome CVE-2024-11110

Missing 

for                  header handling in legitimate responses Link 

Link: <https://crypto.com/favicon.ico>;
rel=”preload”

0101

0202

0303

 crypto.com SERVER 

 evil.js 

 favicon.ico 

Link: <chrome-extension://{id}/import.js>;
rel=”modulepreload”

chrome-extension://{id}/import.js



Coinbase, Zerion, ... Security Team 

Chrome Project Security Team 
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